WATER, WASTEWATER, AND STORM DRAINAGE FUNDS
CITY OF BRIGHTON
PERFORMANCE AUDIT
MARCH 2020

1601 Arapahoe St. 3rd Floor
Denver, CO 80202
Phone: 303-223-2575
www.twohillscpas.com

March 13, 2020
Council Members of the City Brighton:

The attached report contains the results of our performance audit of the Water,
Wastewater, and Storm Drainage Utility Funds.
We conducted the audit in accordance with Generally Accepted Government Auditing
Standards. The report presents financial information on the Utility Funds along with our
findings, conclusions, and recommendations, and the responses of the City.
Thank you for the opportunity to help you achieve your goal of improving services to the
citizens of Brighton.

Sincerely,

Brian C. Hill, CPA, MBA, CFE
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Audit Overview
Background Information
City of Brighton
The City of Brighton (Brighton) is a self-governing home-rule city located in Adams and
Weld Counties, comprising roughly 21 square miles. As one of the 97 home rule cities in
Colorado, Brighton establishes and collects its own fees and local taxes, including sales, use
and lodging taxes. As of July 1, 2018, The U.S. Bureau of the Census estimates that Brighton
had a population of 41,254, an increase from the year 2000 census when the population
was reported as 20,905. The rapidly growing population now comprises 12,244
households. Industrial space and, correspondingly, water and wastewater requirements,
are expected to increase significantly. The current economic climate in Brighton is strong.
The Brighton Economic Development Corporation reports an unemployment rate of 2.9
percent.
Brighton operates under the council-manager form of government. An elected
city council serves as Brighton’s primary legislative body, appointing a city manager to
oversee municipal operations, prepare the budget required by Colorado law, and
implement Council's policy and legislative initiatives. The Council is comprised of 9 elected
officials from four wards, including the mayor. Brighton’s City Manager is responsible for
day-to-day operations and management of the City’s staff of about 380 employees and
budget of about $139 million.

Water, Wastewater, and Storm Drainage Funds
As part of its responsibilities, the City manages the Water, Wastewater, and Storm Drainage
Funds (collectively, the Utilities). These funds are reported in the City’s Comprehensive
Annual Financial Report (CAFR) as Enterprise Funds. Such funds operate much like a
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private business. They are self-supporting funds in which fees are charged to external
users. For accounting purposes, the Water, Wastewater, and Storm Drainage utilities are
considered to be major funds, and they are managed and presented separately in the City’s
financial statements.

Audit Scope and Methodology
The City contracted with Two Hills Accounting and Consulting, P.C. to conduct this
performance audit. Because of Council’s expressed interest in ensuring that the City has not
been vulnerable to fraud, waste or abuse, our audit included forensic analyses. Audit work
was performed from November 2019 through February 2020. We appreciate the
cooperation of City management and its staff during the course of this audit and the
support of City Council.
Our audit was conducted in accordance with generally accepted government auditing
standards. The standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based
on the audit objectives. To accomplish our objectives, we applied best practices established
by the American Institute of Certified Public Accountants (AICPA), Association of Certified
Fraud Examiners (ACFE), and the Institute of Internal Auditors (IIA). These best practices
provide credible criteria and guidance from leading professional organizations that define
principles and theories of fraud risk, fraud risk management, and fraud prevention and
detection activities. We believe that the evidence obtained provides a reasonable basis for
our findings and conclusions based on our audit objectives. In summary, for the periods
2008 through June 2019 our objectives were to:
•

Analyze the source of Utilities’ funds revenue including operating or rate revenue
and plant investment fees for the periods 2008 through June 2019. Confirm that the
source of funds ties to financial statement balances reported in the Comprehensive
Annual Financial Report.
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•

Analyze the use of funds, including operating expenses in comparison to the growth
or expansion expenses for the periods 2008 through June 2019. Confirm that the
source of funds ties to financial statement balances reported in the Comprehensive
Annual Financial Report.

•

Analyze the operating and capital budgets to determine if the uses of funds by year
were authorized and expended in accordance with City Council’s appropriations.

•

Compare budgeted operating expenses to actual operating expenses and budgeted
capital projects to the amount spent on capital projects by year.

•

Perform additional substantive testing1: during our analysis, we identified certain
areas whereby we recommended additional testing. This testing involved the
request and review of additional invoices and other purchasing records to
determine the nature of specific transactions.

•

Present final reports and findings, if any, at a Council Study Session upon completion
of audit work.

It should be noted that the audit was neither intended nor designed to provide a
comprehensive evaluation of the current status of the City’s internal controls over Water,
Wastewater, and Storm Drainage expenditures and activities. However, when weaknesses
in internal controls were identified during our audit work, we have included them in this
audit report. We have also requested responses from management regarding internal
control weaknesses identified and measures taken or planned to be taken to strengthen
those controls.
In accordance with standards, we are reporting that, in our judgment, our test work and
related conclusions are limited by the fact that the audit period covered expenditures and
activities more than 10 years ago and, as a result, some staff and documentation were no
longer available. In areas where evidence was limited, we performed alternative
procedures to develop a reasonable basis for our findings and conclusions. Specific

1

Additional substantive testing was a scope change from the initial contract.
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limitations included the fact that many types of documents are only required to be retained
for seven years under the applicable document retention policies. Whenever possible, we
reviewed compensating documentation.

Risk Assessment
We began our audit with a risk assessment to identify areas where the City’s Utilities’ funds
might be vulnerable to fraud, waste or abuse, which are defined as:
•

Fraud: “A knowing misrepresentation of the truth or concealment of a material fact
to induce another to act to his or her detriment.” (Association of Certified Fraud
Examiners)

•

Waste: “using or expending resources carelessly, extravagantly, or to no purpose.
Examples include making travel choices that are contrary to existing travel policies
or are unnecessarily extravagant or expensive; making procurement or vendor
selections that are contrary to existing policies or are unnecessarily extravagant or
expensive.” (Generally Accepted Government Auditing Standards - GAGAS)

•

Abuse: “behavior that is deficient or improper when compared with behavior that a
prudent person would consider reasonable and necessary business practice given
the facts and circumstances, but excludes fraud and noncompliance with provisions
of laws, regulations, contracts, and grant agreements. Abuse also includes misuse of
authority or position for personal financial interests or those of an immediate or
close family member or business associate.” (GAGAS)

Our risk assessment included meeting with members of City Council, Finance and Utilities
management and staff; an analysis of the CAFR’s from 2008 through 2018; and a review of
relevant City documents. As a team, we discussed operations and activities susceptible to
fraud, waste and abuse and identified the most likely fraud schemes in the Water,
Wastewater, and Storm Drainage Funds. Our discussions included consideration of
incentives or pressures to commit fraud, the opportunity for fraud to occur, and
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rationalizations or attitudes that could allow individuals to commit fraud. As such, we
assessed internal controls designed to prevent or detect fraud; reviewed the oversight
roles and responsibilities of management; and evaluated the likelihood of management
overrides of internal controls. We also interviewed staff regarding strengths and
weaknesses in internal controls in place during the audit period. Finally, to ensure a full
understanding of all requirements governing the Utilities, we reviewed applicable State
laws, local codes, and procurement requirements. Based on our risk assessment, we
designed and performed procedures to provide reasonable assurance of detecting
significant instances of illegal acts or violations of provisions of contracts or grant
agreements.

Fund Financial Information
One of the primary objectives of our audit was to determine if the Utilities’ financial reports
were accurate and can be relied on for decision making purposes. To that end we were
asked to evaluate reports on the sources and uses of the funds over the past 11 years.
Specifically:
•

Are revenues and expenditures accurately recorded and reported?

•

Were funds used in accordance with budget authorizations?

•

Are fund balances properly presented?

•

Can management rely on information to make informed decisions about the future
of the funds?

To achieve our objectives, we conducted substantive testing of account balances in
accordance with the terms of our engagement agreement. Substantive tests are designed to
determine whether financial information is accurate. We also conducted tests on the
internal controls designed to ensure the accuracy of financial information.
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During our test work, we identified opportunities for improving reporting and internal
controls to ensure the integrity of recorded and reported information. In addition, we
found that weaknesses in budget development and presentation made it difficult to ensure
funds were expended in accordance with Council’s authorizations. In the sections that
follow, we present the testing we conducted and provide a report on each fund’s financial
results. Following the presentation of individual funds, we offer opportunities for
improving the accounting and procurement systems and controls.

Test Work
Our engagement agreement required extensive substantive test work on all three funds, as
well as testing of internal controls on accounting and procurement systems used to process
transactions.

Sources of Funds
We analyzed the sources of funds to determine if revenue was properly recorded over the
time period from 2011 through June of 2019. Sources include customer charges (rate
revenue), plant investment fees (PIF revenue), and bond proceeds. Our work included
confirming that revenue and bond proceeds had been accurately reported in the City’s
Comprehensive Annual Financial Report (CAFR). In summary, we:
•

Met with Utilities’ staff and the City’s rate consultants to understand how rates had
been developed and customer charges determined.

•

Reconciled the revenue entries in the general ledger to the CAFR.

•

Selected a judgmental sample of approximately 60 entries that were classified as
“Charges for Services” to determine if the internal controls over the recording of
customer billing were operating effectively. The sample included revenue entries
from each time period and each fund.
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•

Compared the Capital Improvement Plan (CIP) in the rate model to the CIP provided
by Utilities’ staff and analyzed changes over time between the CIP’s provided to rate
consultants.

•

Selected a random sample of approximately 300 plant investment fee invoices that
included transactions from each year and each fund. Verified that the amounts were
recorded in the correct period and posted to the correct fund.

•

Tied the bond proceeds recorded in the general ledger to those reported in the
CAFR.

Uses of Funds
We analyzed the uses of funds including expenditures for on-going operations,
maintenance and capital improvements. In summary, we:
•

Met with Utilities’ staff to gain an understanding of the project scoping, vendor
selection, project management, and vendor payment processes.

•

Met with Finance staff to gain an understanding of procurement processes, the
accounting systems, and the accounts payable processes.

•

Reconciled the expense entries in the general ledger to the CAFR.

•

Tested a random sample of approximately 300 operating expense transactions that
included entries in each year and each fund to ensure that expenditures were
reasonable, allowable, and recorded in the proper fund and category.

•

Confirmed that expenditures had been properly categorized and reported in the
CAFR.

•

Tested a judgmental sample of approximately 40 vendors to ensure they had been
properly entered into the procurement systems. For each vendor, we selected
invoices to determine if the expenses were reasonable, allowable, and the required
approvals had been completed.
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•

Analyzed operating and growth expenditures using various sources including the
rate models, general ledger information, past allocations made by staff, and
discussions with current staff.

Operating and Capital Budgets
Budgets play a key role in ensuring that funds are spent in the public’s interest. We were
asked to analyze budgets to determine if the use of funds by year had been authorized in
accordance with City Council’s appropriation. To that end, we:
•

Created a list of capital projects based on information from the general ledger, plant
investment fee spreadsheets provided by Utilities’ staff, and the rate models
provided by Stantec.

•

Requested information summarizing project budgets and actual expenditures by
year. Compared the totals in that schedule to the project totals in the annual CAFRs
to ensure they agreed.

•

Reviewed the City Council meeting minutes to understand the approval process and
determine what information was presented.

•

Interviewed Finance and Utilities’ staff to gain an understanding of the process for
developing Utility Fund budgets.

•

Selected a judgmental sample of 20 projects representing all three funds. We:
▪

Obtained and reviewed the project documentation to determine the scope
and nature of the project.

▪

Reviewed City Council budget resolutions, if required.

▪

Verified that the amount recorded in the budget agreed with the City
Council resolution.

▪

Reviewed the transactions in the general ledger to determine the total cost
and cost by vendor for each project.

▪

Verified that appropriate approval and procurement processes had been
performed for the project.
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▪
•

Compared the budgeted amount to the actual expenditures for the project.

Selected a random sample of approximately 330 expense transactions from the
selected 20 projects. Reviewed the invoices to determine if the expenditures were
reasonable, allowable, and recorded in the proper fund, project, and category.
[Remainder of page intentionally left blank.]
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Reports on Individual Utility Funds
Water Fund
The Water Treatment and Distribution System is operated and maintained by the City. It is
supported solely by fees and consumption charges. The System is responsible for providing
approximately one billion gallons of safe drinking water annually. Toward that end, the City
operates a large water treatment plant that filters and processes water (for water pumped
from the Beebe Draw and South Platte alluvia). Staff is responsible for maintaining the
treatment and filtering plant, 12 municipal wells, three pump stations, seven park wells,
and two diversion structures. Plant personnel must comply with all Federal and State
drinking water standards as well as Environmental Protection Agency regulations. In
addition, staff is tasked with maintaining equipment and conducting more than 800 water
analyses a month. During the period under audit, the City’s Utilities Department was
responsible for billing citizens for water services.
Rates are an important issue to many citizens because they pay based on the amount of
water they use. In 2019, the City commissioned a Comprehensive Rate and Fee Study to
evaluate the water and wastewater rate structures. Based on results of the study, the City
voted to decrease water usage and fixed charges by about eight percent beginning
January 1, 2020. Over the years, the City has issued bonds for water system projects,
including expanding system pipelines.
A table of the Sources and Uses of the Water Fund is included on the following page. The
figures include selected totals from each year’s CAFR. The 2008 through 2010 totals have
not been included in the following chart because the funds were not reported separately in
those years.
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Water Fund: Sources and Uses of Funds

Source: City of Brighton Comprehensive Annual Financial Reports for the fiscal years 2011 through 2018
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Wastewater Fund
The City administers a sanitary sewer system that collects wastewater flows from
residential taps, schools, businesses and industries. Used water and sewage is treated at
the wastewater plant and returned to the environment. Plant operations include filtering;
removal and testing of solids, organic matter and pollutants; and disinfection. Staff are
responsible for compliance with laws and regulations. Like the Water Fund, the
Wastewater Fund is a business-like enterprise supported by fees and charges.
We have included a table with selected financial information from the CAFR’s on the
following page.
[Remainder of page intentionally left blank.]
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Wastewater Fund: Sources and Uses of Funds

Source: City of Brighton Comprehensive Annual Financial Reports for the fiscal years 2011 through 2018
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Storm Drainage Fund
Similar to the Water and Wastewater Funds, the City’s Storm Drainage System is operated
and maintained as a self-supporting Enterprise Fund. The Fund collects storm drainage
charges from the City's water utility account base. The independent third-party rate studies
also included an analysis for the Storm Drainage Fund.

We have included a table with selected financial information from the CAFR’s on the
following page.
[Remainder of page intentionally left blank.]
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Storm Drainage Fund: Sources and Uses of Funds

Source: City of Brighton Comprehensive Annual Financial Reports for the fiscal years 2011 through 2018
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Audit Findings and Conclusions
Development of Annual Budgets Needs Improvement
The City’s annual budget is the most important control over ensuring that funds are spent
wisely and in furtherance of the public’s interests. The budget process involves gathering
stakeholder needs and priorities; presenting planned revenues and expenditures to City
Council; authorizing spending; and recording spending limits in the accounting system to
encumber funds. Funds that are allocated for specific projects are committed within the
accounting system so that those funds are not spent on other items.
Because of the importance of the budget, the City’s Municipal Code includes specific
requirements for budget development and presentation. Section 3-4-20 of the Municipal
Code states that:
“All offices, departments, boards, commissions and other spending agencies of the
City shall, on or before the first day of September of each year, prepare and submit
to the City Manager estimates of their expenditure requirements and their
estimated revenues for the ensuing budget year. The estimates of expenditures
shall be classified so as to set forth the data by funds, character and objects of
expenditure. The budget shall be segregated as to offices, departments, boards,
commissions and other spending agencies. The revenue estimates shall be classified
as to funds and sources of income.”
We found that Water, Wastewater, and Storm Drainage budgets had not always been
developed and presented to City Council in accordance with the Municipal Code.
Specifically, Utilities’ budgets were not restricted to requests for appropriations of the
“ensuing year’s” expenditures. Budgets included requests for authorizations of funding for
multi-year planned projects. A complete listing of all projects and their actual and budgeted
expenses will be provided under separate cover.
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The water treatment plant had the largest budget-to-actual variance for both 2015 and
2016. We found that although construction for a water treatment plant was not scheduled
to begin in 2015, the 2015 budget appropriation for the Water Fund included $18 million
for a that project. The inclusion of the $18 million was thought by staff to demonstrate the
City’s intention to meet state and federal clean water requirements. We note, however, that
the CIPs for 2015 through 2019 listed the water treatment plant as an “Unfunded Project.”
Specifically, the CIPs included costs for water distribution projects and water treatment
projects, but they did not include the cost for the new water treatment plant. Additionally,
planning for the water treatment plant project had not been completed, and the Utilities’
staff was still evaluating solutions to meet the water quality requirements and the City’s
growing capacity needs. Tables that include the budget and actual expenditures by project
for 2015 and 2016 are included on the following page.
[Remainder of page intentionally left blank.]
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Water Fund: Budget to Actual Expenses Fiscal Year 2015

Source: Project Expenses vs Actual data provided by the City of Brighton.

Because the total amounts budgeted in a given year exceeded actual spending needs by a
large margin, staff carried over, or “re-budgeted”, remaining authorized amounts for some
projects. As an example, the 2016 unspent budget was rolled directly into the 2017 budget
for 18 of the 36 Water Fund projects. Nine of the projects that were rolled from 2016 to
2017 had no need for budget authorization in 2017 and were subsequently dropped from
the 2018 budget. Re-budgeted amounts contributed to the large variances between the
annual budget and actual expenditures. Some of the rollover problems appear to be
attributable to the lack of communication among various departments.
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Water Fund: Budget to Actual Expenses Fiscal Year 2016

Source: Project Expenses vs Actual data provided by the City of Brighton.
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The Brighton Municipal Code, as well as codes in other state and local governments,
requires that budgets be restricted to the “ensuing” fiscal year to ensure that spending is
limited to the amount authorized. Out-year funding for long-term projects can be disclosed,
designated or restricted in the CIP and the financial statements.
In addition to significant budget to actual variances, we also found the total costs by project
had high variances from the estimated cost. The chart below shows the variance for each
project’s estimated cost to the total actual expenses. The vertical axis shows the percent the
total actual expenditures from 2009 to 2018 for a given project varied from the maximum
budgeted expenditures for that project. We used the maximum budgeted expenditures
because that was the most representative figure for the projected total cost of the project.
The horizontal axis shows the first year that the project had either a budgeted amount or
actual expenditures. For the years 2013 through 2018, the actual versus authorized
variances were as much as almost 100 percent on several projects.

All Funds: Project Expected Cost vs Actual Costs

Source: Two Hills Accounting’s summary of the City’s 2011 to 2018 general ledger and CAFR.
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While our test work did not identify unreasonable or unallowable expenditures, we note
that a budget that authorizes spending well above amounts needed to fund capital projects,
operations and maintenance expenses provides the opportunity for wrongdoing.
Any concern about authorizing too little to meet the Utilities’ needs can be addressed
through the formal budget amendment process. The process increases transparency and
enhances budgetary controls.
“In amending the budget, the City Council may add or increase programs or amounts
and may delete or decrease programs or amounts except those expenditures
required by law, for debt service or for estimated cash deficit. Such amendments
shall not increase the total expenditures for the overall budget as presented at the
public hearing. If such amendment does increase the total expenditures, then
another public hearing shall be held prior to adoption of the budget.” [Brighton
Municipal Code Section 3-4-40b]

Recommendation:
We recommend:
•

Strengthening existing practices for budget development and project review.

•

Providing both on the job and classroom training on budgets for those with budget
development or approval responsibility.

•

Ensuring communication among staff involved in budget development.

•

Apportioning expenditures on a year-to-year basis to allow for effective comparison
of annual expenditures to budgeted amounts for long-term project budgets.

Management Response:
City staff agree. Process changes to follow these best practice recommendations were
implemented beginning in July 2019 with the development of the 2020 budget.
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•

In June and July 2019, Finance staff met with department directors to discuss
current year projections for operating and capital spending in comparison to
Council’s amended budget, and Department Directors submitted their 2020
recommended spending plan for their department.

•

In August 2019, the City Manager and Finance staff met with Department Directors,
Division Managers, Engineers and Project Managers to vet the recommended 5 year
CIP plan for capital project funds and review operating and personnel requests.

•

In early September 2019, Finance staff met with the City Manager to finalize
recommendations for the 2020 budget and 5-year CIP plan to present to City
Council.

•

At the all-day study session on September 9, 2019, Finance staff presented the City
Manager’s 2020 proposed budget and 5-year CIP recommendation to City Council.

•

During the months of October and November 2019, Finance staff incorporated
feedback from the Mayor, City Council and the City Manager to refine and prepare
the final budget for 2020, and met with Department Directors to cull the capital
project spending down to apportion expenditures for the coming year with a “shovel
ready” mindset, ensuring project spending requested of City Council for 2020 could
be accomplished in 2020. Additionally, capital project costs were presented in the
2020 Budget Book on a year by year basis to help City Council and residents
understand the total estimated cost of a project, time to complete, and anticipated
spending by year. Following is an example of a project as presented in the 2020
Budget Book:
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•

On December 3rd, 2019, at a public hearing, Finance staff presented the budget for
Council’s formal consideration and Council approved the 2020 Budget resolution as
presented with a unanimous 8-0 vote.

•

In January 2020, Finance staff conducted several trainings for staff at all levels of the
budget process. Finance launched a new capital budgeting and tracking process and
hosted training sessions with project leads, admins, and directors on budget and
procurement requirements as well as introduced online resources and tutorials for
reference throughout the year.

•

In February 2020, a similar roll-out was conducted for the new grant process.
Grant leads, directors, and admins were present at these trainings which introduced
the new grant budgeting, tracking, and procurement process. A grant portal was
also created including resources and tutorials that can be used throughout the year.
The Budget and Procurement teams are also scheduled to provide training on
procurement and tracking of spending in the Emergency Operations Center on
March 25th, 2020.
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Recording and Reporting Systems Need to be Improved
As part of this engagement, we were asked to evaluate reports on operating versus growth
revenues and expenditures. Such reporting is important in rate setting and budget
development. We found that information provided to decision makers on operating versus
growth revenues and expenditures has been inconsistent and unreliable. Neither we nor
staff have been able to generate consistent and reliable reports, because the City’s systems
do not uniformly contain information on specific projects and subtasks. In addition, the
basis for significant estimates has been neither documented nor publicly disclosed. For
example, we were not able to obtain a comprehensive description of each project along
with the impact that the project would have on existing operations and the increased
capacity to the system.
Using judgement and estimates, staff have generated ad hoc reports allocating operating
and growth revenues and expenditures, but the reports have not all been consistently
prepared and maintained. Documentation to prepare reports has to be compiled from a
variety of sources, including estimates, rate studies, the general ledger, and ad hoc memos
and documentation.
Rate consultants need to have consistent and reliable information, particularly on large
projects. During the rate study process, City staff provide a current asset listing, the
historical capital contributions from developers, and the capital improvement plan for at
least the next 10 years to the rate consultants. Additional information for the rate study
includes the current operations and maintenance costs, the estimated operating and PIF
balances, and the projected population growth. Based on the information provided by staff,
consultants determine the appropriate charges for services and plant investment fees for
the upcoming year.
The CIP includes the projects that will be completed over the coming 10 to 30 years, the
projected cost of each project by year, and the allocation between growth and operations
for each project. The allocation between growth and operations is based on whether the
project will increase the capacity of the system (growth) or maintain/improve the current
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system (operations). The CIP is a living document that is updated based on the latest needs
of the City. For example, if the engineering team discovers that a main component of the
City’s water system is close to failure, the CIP should be updated to include the associated
costs.
While the CIP is a living document and needs to be changed based on the latest information,
large changes to the CIP can result in significant changes to consumer rates. We found that
the rate models for the 2018 and 2020 fiscal years had large differences in the proposed
projects, the cost of those projects, and the allocation between growth and existing
operations. The charts on the following pages show the costs included in the two models;
demonstrate significant differences in the costs by year; and illustrate the allocation
between growth and operations. The differences are most likely caused by changes to
multiple projects’ scopes, varying estimates, and additional data provided by staff.
The charts on the following pages illustrate the total capital improvement plan costs by
year included in the 2018 and 2020 rate models. The costs are separated by operating and
growth based on the allocation percentage specified in the capital improvement plan.

Two Hills Accounting & Consulting, P.C.
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Capital Improvement Plan Costs Included in Selected Rate Models

Source: Two Hills’ summary of CIP data provided by Brighton staff to Willdan for the FY 2018 rate model.

Source: Two Hills’ summary of CIP data provided by Brighton staff to Stantec for the FY 2020 rate model.
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The following table summarizes the total capital costs allocated to operations and growth
for the 10-year period from 2019 to 2028 in the two rate models. The operating costs grow
by approximately 16 percent, and the costs for the expansion of City infrastructure grew by
approximately 180 percent.

Source: Two Hills’ summary of CIP data provided by Brighton staff to Stantec for the FY 2020 rate model.

The largest costs included in the CIP relate to the Greensand Water Treatment Plant
(Project Code 93018). The table below shows the total costs allocated to existing
operations and growth for the Greensand Water Treatment Plant for the two rate models:

The Fiscal Year 2020 model includes $30 million for a water softening project to be
completed in 2021 and 2022 that was allocated 100% toward growth. The result was an
increase in the PIF fee from $11,040 to $13,346 (21%) and no change to consumer rates.
Based on our review of the presentation of the project in the fall of 2019 to City Council, it
appeared that the softener project would impact both existing water consumers and new
water consumers.
Through our interviews, we found that the City was required to improve their plant’s
filtration system to meet Colorado Department of Health and Environment (CDPHE)
requirements. Beginning in 2013, the City’s Utilities division began developing solutions to
Two Hills Accounting & Consulting, P.C.
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improve the filtration to meet the updated regulations. Due to changing regulatory
requirements, City priorities, and staff turnover, the solutions to both upgrade the existing
facility and increase capacity changed over time. While some change in the allocation
between growth and existing operations is understandable, we did not find sufficient
justification for the allocation between growth and existing operations for the water
treatment plant.
Because of the changes in both the cost and the allocation between growth and operations,
there were substantial increases to the plant investment fees. We want to emphasize that
because of the dynamic nature of utilities projects, in which the engineering team may not
know the full extent of the project until the construction team has broken ground, there can
be a need to adjust growth and operating data as more information becomes available.
However, in the interests of transparency, we believe that staff should document the basis
of estimations used and the reasons for any changes in estimation methodologies.
Recommendations:
We recommend that a user group comprised of Utilities and Finance staff evaluate the
current allocation methodologies to determine where improvements can be made. In
addition, we recommend:
•

A review of policies and procedures regarding the capital improvement plan, in
particular related to the assignment of growth and allocation percentages.

•

City Council approval of capital improvement plan cost changes in excess of 10%.

•

City Council approval of the allocation between growth and existing operations for
projects that account for over 10% of the capital improvement plan for the following
10 years.

Management Response:
City staff agree, it is important for City Council (policy makers and the rate setting body) to
consider and approve allocations between growth and existing operations for projects that
account for over 10% of the capital improvement plan, and it is important to engage the
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rate consultant and do a financial check-in on the 10 year capital improvement plan if costs
change more than 10%.

•

City staff will continue the practice of presenting all capital improvement plan cost
changes, regardless of cost difference, at the fall budget forum and budget hearing.

•

At the fall 2020 budget forum (work study session with City Council to review the
City Manager’s 2021 budget recommendation), staff will present and take Council’s
direction on the allocation between growth and existing operations for projects that
account for over 10% of the 10 year capital improvement plan in the utility funds.

•

Moving forward, staff will recommend City Council engage a rate consultant to
review the current and planned future rates and plant investment fees when there is
a change of 10% or more in the 10-year capital improvement plan.
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Controls Over the Procurement System Need Improvement
Controls over the City’s procurement system are essential to prevent fraud, waste and
abuse. Key controls include separation of duties, limited access to automated systems,
periodic internal audits, and approval authority. The American Institute of Certified Public
Accountants (AICPA) says that:
“Effective internal controls reduce the risk of asset loss and helps ensure that plan
information is complete and accurate, financial statements are reliable, and the
plan's operations are conducted in accordance with the provisions of applicable
laws and regulations.”
The City has millions of dollars flowing through its procurement systems. It cannot risk the
financial and reputational risk of losses caused by insufficient controls.
As noted earlier in this report, we were not engaged to conduct a comprehensive audit of
internal controls. However, during the course of our test work, we identified areas where
improvements in the procurement system are needed. Specifically, we found that access to
the master vendor list is not sufficiently limited and unique vendor numbers are not
consistently and appropriately used.
Because of ineffective controls limiting access to and modification of the master vendor list,
we found that individual vendors were included multiple times with different identification
numbers in the accounting system. The lack of a single unique identifier for each vendor
leads to confusion: when faced with four vendor records, all of which contain the same
name and address, it can be difficult for the staff member to determine the appropriate
vendor. It can also lead to duplicate payments, where the same invoice is erroneously paid
multiple times. Lack of controls over the master list provides an opportunity for fraud,
waste, or abuse, including the addition of ghost vendors that allow for phony payments.
We performed analytical procedures to identify potential duplicate payments and/or
transactions with vendors at suspicious addresses. Based on our analytical analysis, we
reviewed the underlying transactions for approximately 40 vendors. We did not identify
suspicious activity or duplicate payments in our sample. We also retrieved documentation
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and performed additional analytical procedures where we identified overlap between
addresses. We did not identify transactions that we believe represent phony payments or
ghost vendors.
In addition to single vendors existing multiple times, we identified situations where
payments to many different vendors flowed through a “one-time vendor” code. Because the
system has allowed this single vendor to process different vendors, the approval of several
vendors currently in the system has not occurred. We reviewed documentation related to
these transactions and did not identify any that were erroneously paid. However, we
believe that the lack of unique identifiers increases the risk of fraud, waste, or abuse.
An up-to-date master vendor list containing unique identifiers for each vendor is important
to ensure the proper payment of invoices and the subsequent tracking of vendor payments.
For example, with a structurally sound vendor list, reports can be run to determine if a
vendor has been paid in excess of certain procurement thresholds over the course of a year.
The vendor file is the central repository of contact and payment information for all
contractors and entities providing goods and services to the City. The accounting system
should contain unique identifying numbers for vendors, enabling tracking and review of
payments, regardless of which department requested goods or services. Effective tracking
of vendors and vendor invoices is important to ensure that an invoice for multiple services
does not get paid twice when received by different departments.
We believe that the lack of adequate controls over procurement systems was caused by
insufficient automated controls over adding vendors to the master file and changing the
information in the file; inadequate policies and procedures regarding adding and changing
vendors; lack of sufficient periodic internal audits over procurement; and insufficient on
the job and classroom training.
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Recommendations:
We recommend:
•

Evaluating policies and procedures to ensure adequate controls over the master
vendor list.

•

Conducting sufficient internal audits of compliance with policies and procedures,
including sample testing of transactions to ensure the accuracy and integrity of
payment systems.

•

Increasing on the job and classroom training.

•

Developing automated access controls to the City’s master vendor list and
eliminating the use of “one-time vendor” codes for multiple transactions.

•

Performing a comprehensive review of the City’s vendor list, including designating
as “inactive” all duplicative vendor names and numbers.

Management Response:
City staff agree and began implementation of these recommendations in July 2019.
•

City Management recognized the need to expand and improve the skill level in the
Finance Department. Maria Ostrom joined the City in late May 2019 as a financial
consultant to oversee several projects and professional development of staff. Ms.
Ostrom is a CPA with a Master’s degree in Accounting and over twenty years of
municipal finance experience in the Denver metro area. Acting City Manager Marv
Falconburg appointed Ms. Ostrom to the position of Director of Finance in
September 2019. Over the past few months, Brighton has successfully recruited
eight experienced Finance staff including a new accounting manager, budget
manager, and tax supervisor.

•

In July 2019, the process began to evaluate all finance policies and procedures to
ensure adequate controls over the master vendor list as well as the system of
internal controls.
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•

In September 2019, Finance staff completed cash drawer counts and petty cash
reviews for all locations within the City.

•

As of October 2019, view access to vendor tax ID numbers was limited to Finance
staff only.

•

In October 2019, the City began implementation of a new purchasing card system
which will significantly limit the need to use the one-time vendor classification.
Moving forward, the one-time vendor classification will be used for building permit
and utility billing refunds. The City expects to convert all departments by the end of
May 2020. During the implementation phase for each department, Finance staff
review the purchasing card utilization over the past year and adjust the card user’s
daily and monthly limit based on need and usage.

•

In November 2019, Finance staff began auditing IT equipment and software and
developed a financial planning tool for lifecycle replacement.

•

In November 2019, Finance staff began auditing fleet throughout the City and will
make recommendations to the City Manager on reductions and changes based on
utilization, maintenance and fuels costs and overall requirements and fit for the
activity.

•

As of December 2019, access to change or add a vendor was restricted to
Procurement staff through log-in security in the general ledger system. Also in
December 2019, 3,071 vendors were made inactive and the City obtained a current
W-9 from every active vendor to ensure accurate information is on file.

•

In January 2020, Finance staff began an FTE audit to evaluate optimal staffing and
efficient cost-effective use of taxpayer resources. Staff will make recommendations
to the City Manager and Department Directors for possible changes prior to the start
of the 2021 budget process.

•

Beginning April 2020, Finance staff will conduct annual p-card audits to ensure
users are following purchasing card policies.
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•

Beginning June 2020, Finance staff will conduct annual physical capital asset audits
of movable equipment and machinery. Capital assets will be selected by systematic
sample of in-use assets. The sample will be designed so that each in-use moveable
asset is physically observed at least once every three years.
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